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RPKI Signing Party



Concerns with the IRR system
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1 2 3 4
Not globally deployed 

Just distributed databases

No central authority

Who will verify the accuracy 
of the data?

No verification of 
holdership

Anyone can input anything

Not updated properly

Information is missing,  
outdated or incorrect



As a result…
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IRRs are not so accurate Data in IRRs is incomplete They’re not well-maintained

IRR filters are good only if the IRR entries are correct!



That’s why the Internet community came up with the RPKI solution!
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Resource
Public 
Key
Infrastructure

What is RPKI?

• RPKI is…

- A resource certification (X.509 PKI certificates)

- A security framework 

• It is used to make Internet routing more secure 
and reliable
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Ties IP addresses and ASNs to public keys

Follows the RIR hierarchy

How does it work [now]?

Authorised statements from resource holders
- “ASN X is authorised to announce my prefix Y”
- Signed, holder of Y



RPKI has two elements
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Signing

Validation Verifying others
(Route Origin Validation)  

Creating ROAs
(for your prefixes)



RPKI Chain of Trust
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Digital signature

Public key

Root Certificate

Digital signature

Public key

LIR Certificate

Digital signature

sign

sign

self-sign

For all resources (0/0, ::/0)

For LIR’s resources

Root’s private key

Signed by root’s private key

Signed by LIR’s private key

ROA



What is in a ROA?
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Prefix Origin ASN Max Length

The network for which you are creating the ROA

192.168.0.0/22



What is in a ROA?
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Prefix Origin ASN Max Length

The ASN expected to originate the BGP announcement

AS12345



Max LengthPrefix

The max prefix length that a ROA is authorised to advertise

/22

Origin ASN

What is in a ROA?
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AS3333 has an IP address allocation

Max Length
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193.0.0.0/21

/21

/22 /22

/23 /23 /23 /23

/24 /24 /24 /24 /24 /24 /24 /24

AS3333 creates this ROA

According to ROA:

Any more specific announcements 
are unauthorised by the ROA

ROA

Max Length

Prefix

Origin AS

/22

AS3333

193.0.0.0/21



Login to LIR Portal (my.ripe.net)

Go to the RPKI Dashboard

Choose which RPKI model to us

How to create a ROA?
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1

2

3

Hosted

Delegated



• ROAs are created and published using the RIR 
member portal

• RIR hosts a CA and signs all ROAs

• Automated signing and key rollovers

• Allows you to focus on creating and publishing 
ROAs

Hosted RPKI
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RIPE NCC Hosted System

RIPE

ROA

ROA

Member

ROA



RIPE NCC RPKI Dashboard
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RIPE NCC Hosted Solution
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RIPE NCC Hosted Solution
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Requested and managed by PI End User or by Sponsoring LIR

1. Complete the wizard successfully

Certifying PI Resources
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2. Log in to https://my.ripe.net and request a certificate
- Sign in with your RIPE NCC Access account

3. Manage your ROAs

https://www.ripe.net/manage-ips-and-asns/resource-management/certification/resource-certification-rpki-for-provider-independent-end-users
https://my.ripe.net


Questions
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